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A{+FEEE Vaultwarden?
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- HEREREEAREZT SaaS B|EE22 Web Vault v B
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FE App v BB

- BfE:EZE5LA alice@example.com Google Workspace &35%E SSO & A
CLI (bw) v BB
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/%n% *ﬁ nvu..\%

Browser / Native Client

v

l HTTPS 443

Global External HTTPS LB
& TLS - vault.example.com
URL Map - path matcher
/adminx - admin-backend - /% - public-backend

admin-backend public-backend
+ IAP guard (no IAP)
backend-service backend-service
Serverless NEG
region = asia-eastl

'

Cloud Run - vaultwarden
vaultwarden/server:1.36.0
min-instances=1 - Direct VPC egress

-

. I T

Cloud SQL - Postgres GCS - /data Secret Manager
private IP - 5432 rsa_key - attachments ADMIN_TOKEN - DB pw
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FRERIRIEIA TR

— EFH GCP project [Fif — J81L project your—gcp—-project JAM R;53H org

— Cloud Run(i3E GCE | GKE) — #falfkss - BEI#EM ~ [RE HTTPS; min-instances=1 ER/SMENE L
— Cloud SQL Postgres(JE SQLite) — B/ iEE4 E{FEH Postgres; BE#f&E ~ PITR ~ HA A] &%

— External HTTPS LB + Serverless NEG — & TLS;path-level routing( /admin vs /x)

- IAP 25F /admin — [RERA PRI LB IAP(FFR Slide 14)

— Direct VPC egress( private-ranges-only ) — Cloud Run #&i#8FAF IP & Cloud SQL; A {Ei=H 1
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BIE{EZ:EYFH GCP API

# 7£ your—-gcp-project EFEATE ZZEH) API

gcloud services enable \
run.googleapis.com \
sgladmin.googleapis.com \
iap.googleapis.com \
secretmanager.googleapis.com \
compute.googleapis.com \
dns.googleapis.com \
artifactregistry.googleapis.com \
storage.googleapis.com \
servicenetworking.googleapis.com \
vpcaccess.googleapis.com \
——project=your—-gcp-project

— servicenetworking + vpcaccess — Cloud
SQL private IP & Direct VPC egress FiT#

— lap — ldentity-Aware Proxy

- artifactregistry — remote repo {{IE
Docker Hub
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Service Account £ Secret Manager

—- EITER&H/\ERR Service Account(1%4& Slide 9 45 IAM role)

ke
’'y

— ADMIN_TOKEN #ZBIA argon2 #%1Z A Secret Manager((AXX B Z3E)

HEET(E) {Z A Secret Manager
# 7% 1:/H Vaultwarden E % Docker image # 77 ADMIN_TOKEN(argon2 #8%5#EF5FE)
docker run —--rm vaultwarden/server:1.36.0 \ echo —n '$argon2id$v=19%m=..." | \
/vaultwarden hash —-—preset owasp gcloud secrets create vaultwarden—-admin-token \
——data-file=— —--project=your—-gcp—project
# FH/& 2:argon2 CLI
echo -n "your-admin-password" | \ # 7Fet%E DB ZHE
argon2 "$(openssl rand —-base64 32)" \ openssl rand —-base64 32 | \
-id -t 3 -m 16 -p 4 -1 32 -e gcloud secrets create vaultwarden-db—-password \

——data-file=— ——project=your—-gcp-project
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Cloud SQL (Postgres,fAF IP)

#21J instance - BflE - (FAE

A GOTCHA
gcloud sql instances create vaultwarden-db \ e Org policy FEz% edition FJgE@ ENTERPRISE_PLU
——database-version=POSTGRES 16 \ S :shared-core tier( db—gl-small ) RiEZH
——edition=ENTERPRISE \ N —mr
7= Eco —
tier-db_gl-small \ ENTERPRISE_PLUS, 7BBRFEIEE ——edition=ENTE
——region=asia-eastl \ RPRISE

—network=projects/your—gcp—-project/global/networks/default \
——no—-assign-ip \

——backup-start-time=18:00 \

——enable-point-in—-time-recovery \

——project=your—-gcp-project

e ——no-assign-ip : AP B IP, R zE private IP

Cloud SQL - vaultwarden-db

gcloud sqgl databases create vaultwarden \ >tatus ® Runnable
——instance=vaultwarden-db ——project=your—-gcp-project Edition ENTERPRISE |required
Tier db—gl-small
gcloud sql users create vaultwarden \ . 9
——instance=vaultwarden—-db \ Public IP — disabled
——password=$(gcloud secrets versions access latest \ Private IP 10.42.0.3

——secret=vaultwarden-db-password ——project=your—-gcp—-project) \
——project=your—-gcp-project
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GCS Bucket: 355X 1L /data B EE

2217 bucket — Cloud Run instance #;ARg; /data WZEHIEIMEB storage
- ——uniform-bucket-level-access :{=F8 ACL,#%—H IAM
gcloud storage buckets create \ op £t
: fr+:|:E|
gs://your—gcp-project-vaultwarden—-data \
——location=asia-eastl \ — ——public-access—prevention :fHlEEIMNAR
——uniform-bucket-level-access \
——public-access—prevention \ - /data B1=:ERE(SQLite ) ~ M4 - rsa_key (@i R

——project=your-gcp-project Slide 11)
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IAM B2 487E

SA="vaultwarden-sa@your—gcp—-project.iam.gserviceaccount.com"
PROJECT="your—-gcp—-project"

| —

=/ VIEFR - = 1B role

BUCKET="your—-gcp—-project-vaultwarden—-data" Role &5 E
# Secret Mc?nager:,i%’ﬁy. secret. - secretmanager O:# secret 1B
gcloud projects gdd—lam—pollcy—blndlng $PROJECT \ _secretAccessor
—member="serviceAccount: $SA" \
——role="roles/secretmanager.secretAccessor storage FRERMEE bucket
.0bjectAdmin

# GCS:3E%E /data bucket
gcloud storage buckets add-iam-policy-binding \ cloudsal T o
DDL &1
gs://$BUCKET \ q HER,AS = I
—member="serviceAccount: $SA" \
—role="roles/storage.objectAdmin"

.client

# Cloud SOQL: #E#R

gcloud projects add-iam-policy-binding $PROJECT \
——member="serviceAccount: $SA" \
—role="roles/cloudsgl.client"
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Artifact Registry:f(I£ Docker Hub

— Cloud Run 1t Artifact Registry $iI image(‘RFE 1% xE Docker Hub)

— #£17 remote repository fLIE Docker Hub, 232 rate limit RS 28

A ¥ /—
#2117 remote repo Image IR
gcloud artifacts repositories create dockerhub-remote \ asia—eastl-docker.pkg.dev/
——repository-format=docker \ your—gcp—project/
——location=asia—eastl \ dockerhub-remote/
——mode=remote—-repository \ vaultwarden/server:1.36.0

——remote—-docker-repo=DOCKER_HUB \
——project=your—-gcp—project
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DEPLOY

(=2 Cloud Run IR7%

gcloud run deploy vaultwarden \

——1mage=asia—eastl-docker.pkg.dev/your—gcp—-project/dockerhub-remote/vaultwarden/server:1.36.0 \
——region=asia—-eastl \

——service—account=vaultwarden—-sa@your—gcp—project.iam.gserviceaccount.com \

——min—-instances=1 ——-no-cpu-throttling \

——network=default ——subnet=<serverless—-subnet> —--vpc-egress=private-ranges-only \

——add-vo lume=name=data, type=cloud-storage, bucket=your—-gcp—-project-vaultwarden—-data \

——add-vo lume—-mount=vo lume=data, mount-path=/data \
——set-secrets=DATABASE_URL=vaultwarden-db—-url: latest, ADMIN_TOKEN=vaultwarden-admin-token: latest \
——set-env-vars=ROCKET_PORT=8080,DATA_FOLDER=/data,DOMAIN=https://vault.example.com,SIGNUPS_ALLOWED=true \
—allow—unauthenticated —-project=your—-gcp—-project

GOTCHA

DATABASE_URL #&T\: postgresql://vaultwarden:<pw>@<private-ip>:5432/vaultwarden?sslmode=require (fA% IP + TLS)
rsa_key WhZBFRXIER GCS — S RIENF E 2 rsa_key,FT B session token 5 ->Z B E L, /data #} GCS 12 B#EER
——allow-unauthenticated :Cloud Run {5 A, FEUEE R4, LB + IAP(R Slide 16)

[#/&:Cloud Run service overview — RESHIZFN Slide 16 mockup]
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12 / 20

External HTTPS Load Balancer 3% &

# 1. (REZHEFFA IP
gcloud compute addresses create vaultwarden-ip \
——global ——project=your—gcp—-project

# 2. Serverless NEG

gcloud compute network—-endpoint-—groups create vaultwarden
——region=aslia—-eastl \
——network—-endpoint-type=serverless \
——cloud-run-service=vaultwarden ——project=your—-gcp-proj

# 3. @& backend service(public + admin)

gcloud compute backend-services create vaultwarden—-public
——global —-load-balancing—scheme=EXTERNAL_MANAGED \
——project=your—-gcp-project

gcloud compute backend-services create vaultwarden—-admin-
——global ——load-balancing—scheme=EXTERNAL_MANAGED \
——project=your—-gcp-project

# 4. EBHMA NEG

DNS - A i2#% vault.example.com - LB EFEE IP

# 5. URL map:/adminx - admin,/* - public

gcloud compute url-maps create vaultwarden—-urlmap \
——default-service=vaultwarden-public-backend \
——project=your—-gcp—project

# path matcher %#8 import YAML B¢ gcloud F#HSiRE

# 6. FE SSL FiE

gcloud compute ssl-certificates create vaultwarden-cert \
——domains=vault.example.com ——global \
——project=your—-gcp-project

# 7. Target HTTPS proxy + Forwarding rule

gcloud compute target—-https—-proxies create vaultwarden-—ht
——ur l-map=vaultwarden—-urlmap \
——ssl-certificates=vaultwarden—-cert ——project=your—-gcp-

gcloud compute forwarding-rules create vaultwarden—-https-

——global ——target-https—proxy=vaultwarden—-https—proxy \
——address=vaultwarden—-ip ——ports=443 \

ZH SSL /X provision ZE DNS 43 (10-30 i)
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ldentity-Aware Proxy:{R:& /admin FR{E

# EBYFH IAP on admin-backend

gcloud iap web enable \ A GOTCHA - EZ=
——resource-type=backend-services \ o . , . ,
——service=vaultwarden—-admin-backend \ © AT provision IAP service agent,E,EJJE-_]\ Google &R "The
——project=your—gcp-project IAP service account is not provisioned" $&5i2

# Provision IAP service agent([gs2!) e IAP service agent 2E roles/run. invoker ZBEIBEKE

gcloud beta services identity create \ Cloud Run

——service=iap.googleapis.com \
——project=your—-gcp-project

# /& IAP service agent run.invoker Security - IAP
SUFFIX="@gcp—-sa—-iap.iam.gserviceaccount.com"
TIAP_SA="service—-<PROJECT_NUMBER>$SUFFIX" Resource vaultwarden-admin-backend
gcloud run services add-iam-policy-binding vaultwarden \
——region=asia-eastl \ IAP e ON |enabled
——member="serviceAccount:$IAP_SA" \ Service agent v provisioned
—role="roles/run. invoker" ——project=your—gcp—-project
Principal user:admin@example.com
# IRIEEEEFEN /admin public-backend IAP OFF

gcloud iap web add-iam-policy-binding \
——resource-type=backend-services \

——service=vaultwarden-admin-backend \ — o ==
—member="user:admin@example.com" \ [&[E: IAP admin-backend toggle M= mockup]
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A{TEEIAP |

Bitwarden R4 F3 P lim (1% App ~ SH App °

QE,SIIJIL*E Eiﬁﬁﬁ

» [RERFIR - HTTPS LB - IAP

» IAP [O] 302 EEZ| Google BAE
» FAPIRUXE] 302 / HTML(3E JSON)
> BRITRRL - [EDiER

AP im 8 2

2| Bas 1R 7T IIBE

B EE 2% Web Vault
F 1% App
EH App

2B B3R TR INAE

CLI (bw)

ﬁ
mE I:IHH
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» /x {R¥F/AF,Cloud Run

- BE

» 88 *.run.app Hi#E

DEEE /adnin , FEEEZIL?
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PEFIEE
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allow—unauthenticated
B=pill
(F Slide 16)

L

Cloud Run
vau ltwarden

_/
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Google Workspace SSO &

B &:32 1T OAuth 2.0 Client

— #58Y:-Web application

— Redirect URI: https://vault.example.com/1dentity/connect/oidc—-signin

Cloud Run IRIEE &Y

gcloud run services update vaultwarden \

——region=asia—-eastl \

——set-env-vars=\
SSO_ENABLED=true, \
SSO_AUTHORITY=https://accounts.google.com,\
SSO_CLIENT_ID=<your—-oauth-client-id>,\
SSO_AUTHORIZE_EXTRA_PARAMS="access_type=offline&prompt=consent&hd=example.com",\
SSO_ONLY=false, \
SIGNUPS_DOMAINS_WHITELIST=example.com \

——project=your—-gcp-project

15 / 20

A GOTCHA
e SSO_ONLY=false fRBEEEAE

break-glass(admin 1§5E -« bot 1§53
bot@example.com ~ CLI B&ME)

OAuth [E=Z=H Internal &&z% 18
=5, E 2 ([E project E At OAuth
client;54#+5F External, ;. SIGNUPS
_DOMAINS_WHITELIST=example.c
om 7E[ERIE tHANE (B 5 )X IHIRME
soEktE BB EERIN SSO 1 f)

hd=example. com :ZE>3k Google &
EREBINTEE Workspace ##8ig]

B{E SSO E A [ERE{hFHm ABA
FZRREAZ R (E2E 022, Vaultwarden

## Key Connector)
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IR 521 EERAE
LB EE e )

gcloud run services update vaultwarden \
——region=asia—-eastl \
——set-env-vars=SIGNUPS_ALLOWED=false \
——project=your—-gcp-project

$HE ingress(¥f run.app E &)

gcloud run services update vaultwarden \
——region=asia—-eastl \
——ingress=internal-and-cloud-load—-balancing \
——project=your—-gcp-project

EXFH org Groups(beta)

——set—-env-vars=0RG_GROUPS_ENABLED=true

16 / 20

n BREIEEIR

e ——ingress=internal-and-cloud-load-balancing FH *.r

un.app E&E MEWNEE LB

HE{RE --allow-unauthenticated :ingress $HIUE B, A Z
song E: & 5% unauthenticated,Cloud Run = ZE 35k Google OIDC
token, A FIER1EAY Bitwarden Fi P imiR A1 > BAR K

Cloud Run - vaultwarden

Min instances 1 (warm

CPU throttling disabled

VPC egress private-ranges—-only
Volume /data - GCS bucket
Ingress internal-and-cloud-LB

Auth allow—unauthenticated |by design
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# ] iRk
a Org policy 3&%l ENTERPRISE_PLUS,db—-g1-small ##1E BRIEFSE —edition=ENTERPRISE
b /admin B A& LIR "IAP service account is not provisioned" gcloud beta services identity create —-service=iap.googleapis.com + %

run.invoker

C IAP EZUIMBIRERAFIREIARED IAP 2E /admin backend,/* {R15 A5

d EFY Cloud Run 82 E#HE L rsa_key IhZBEIFR{ERR GCS /data(# volume & B ENERIR)

e Direct VPC egress 5% private-ranges—-only 1&4%MNE OIDC/SMTP R private-ranges-only REFNFEREE VPC,A4d(Google OIDC discovery ~ SMTP relay) B
JEFRRINE

f SMTP F{EXM GCP 7K R $1#H port 25;{FF 587(STARTTLS)EY 465(TLS)

g SMTP relay 1&{3UARZIE Vaultwarden R 718 SMTP &5 (A& sendmail [ API)

h 2B ——allow-unauthenticated B AR K E1EIS {228 allow-unauthenticated;58 ——ingress 3Z#| 38R, A58 Cloud Run :2:5/E
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VERIFY

T 4RERRE R EE

[#E: Cloud Run service healthy + Cloud SQL HHERMA — R"ENGEINRRKE

GET https://vault.example.com/alive -» HTTP 200

HIE23FHEY Web Vault - Google SSO &EARIN

Fi% App / BIBIEFTINEE -~ EALE vault.example.com - [ELRLIN
BIEE22RHEN /admin - 302 Z Google &EA - IAP Efz&iEid

HiZE *x.run.app - 403 / #;EFEX(ingress #fH)

E/ Cloud Run(@ - 1 instance)- AEE#HEA(rsa_key HXIE)
FEMMEF - #EZSEE GCS bucket

Cloud SQL - BENMEHHIFEERA

Cloud Monitoring - #E= error 1lo
g g

console]
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09 - COST

B B (asia-east1)

Toif Rig iEER
Cloud SQL db-g1-small - Postgres 16 ~ USD 25-30
Cloud Run min-instances=1-0.5 vCPU ~ USD 5-10
External HTTPS LB forwarding rule + data ~ USD 10-15
GCS /data bucket(/\=) < USD 1
Secret Manager < 10 secrets < USD 1
ast 2H ~ USD 50-70
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FEpA:Cloud SQL + LB

[RIERANAEREZEFEEEEE min-instanc
es=1 (&PR12HE < EXENEPE)

Cloud SQL tier B]£E{; db-fl-micro JEAEE),
{8 shared-core BXAERE I
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o

Il"P

- TEMEN FRAITA(ZERINATE)

[ RE B K

FIREE L EEENINAREEST
ARG ERFTA MBI E A placeholder, BERFFES IR AEEE

Il it-support@example.com
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SEER

Vaultwarden B /5 Wiki
github.com/dani-garcia/vaultwarden/wiki

Vaultwarden SSO(OIDC)EXE
github.com/dani-garcia/vaultwarden/wiki/SS0-with-0IDC

GCP IAP for Cloud Run
cloud.google.com/1ap/docs/enabling—cloud-run

GCP Serverless NEG

cloud.google.com/load-balancing/docs/negs/serverless—neg—-conce
pts

Cloud Run Direct VPC Egress
cloud.google.com/run/docs/configuring/vpc—-direct-vpc

Cloud Run GCS Volume Mount

cloud.google.com/run/docs/configuring/services/cloud-storage-v
o lume—-mounts



